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Preface

Evolution of Cyber Technologies and Operations to 2035 explores the future of
cyber technologies and cyber operations which will influence advances in social
media, cyber security, cyber physical systems, ethics, law, media, economics, infra-
structure, military operations, and other elements of societal interaction in the
upcoming decades. It provides a review of future disruptive technologies and inno-
vations in cyber security. It informs military strategists about the future of cyber
warfare and serves as an excellent reference for professionals and researchers working
in the field of security, economics, law, and more. Students will also find this book
useful as a reference guide or secondary textbook.

Written by leading experts in the field, authors explore specific examples of how
future technical innovations vastly increase the interconnectivity of our physical
and social systems and the growing need for resiliency in this vast and dynamic
cyber infrastructure. In-depth coverage is provided on the future of social media,
autonomy, stateless finance, quantum information systems, the Internet of Things,
the dark web, space satellite operations, and global network connectivity along with
the transformation of the legal and ethical considerations of these technologies in
future military operations. The international nuances of cyber alliances, capabilities,
and interoperability are confronted with a growing need for new laws, international
oversight, and regulation.

Chapter 1 addresses the increasing need for resiliency of future cyber systems
and technologies. It discusses how cyberspace defenders can maximize the flexibil-
ity of their systems by deliberately building in “inefficient” excess capacity, planning
for and expecting failure, and creating personnel flexibility through training and
exercises. The author also argues that defenders should reduce their attack surface
by eliminating unnecessary capability in both hardware and software, resist users’
desire for continual rapid improvements in capability without adequate security
testing, and segment their networks and systems into separate defended enclaves.
Finally, the need for cyber defenders to position themselves to dynamically respond
to attacks through improved situational awareness, effective cyberspace command
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and control, and active defenses. This chapter shows how combining these
approaches will enable the defenders of cyberspace systems to weather cyberspace
attacks and spring upright after the passage of the storm.

Chapter 2 shows us how the “Internet of Things” (IoT) is poised to potentially
change the way that human beings live their lives. This change will come about
through the integration of billions of embedded devices and trillions of sensors into
the world around us. These sensors will perceive the conditions around them and
provide information to support an almost endless array of decision-supporting and
decision-making capabilities. The effect of this capability will allow human beings
to realize efficiencies in operation and slash costs in ways that would otherwise be
impossible. IoT will be used to revolutionize our supply chains, manufacturing,
infrastructure, transportation, clothing, homes, agriculture, and even our bodies. We
will be able to instrument the world around us to the degree that we will increas-
ingly rely on machines to augment and make decisions for us.

Chapter 3 discusses the convergence of cyber and electronic warfare. As nations
embrace new and evolving communications networks, the reliance on these systems
brings with it an implied vulnerability — the network itself. Understanding the cur-
rent paradigm and accurately forecasting the future of communications will provide
militaries with clear advantage in this facet of warfare. In this chapter we will exam-
ine the networks currently employed, their development, how they might look in the
future, and finally how they relate to the overall electronic battlefield of the next
several decades. Having an idea of how communication and operations will look in
the future will help us craft the next generation of disruptive technologies for use
during wartime.

Chapter 4 describes the relationships between the realm of cyber and space oper-
ations as they have been historically, are now, and as they will develop over the next
20 years. Space operations have long been critical for national security, providing
intelligence, surveillance, and reconnaissance (ISR) capabilities from on high since
the late 1950s. Predictably, American and international space assets have evolved
exponentially since those early days, by now offering nations with navigation, tim-
ing, communications, weather, targeting, strategic warning, and defense abilities,
among the more classical ISR roles. Both military and civilian affairs have been so
enhanced by access to space that the realm has become indispensable to our day-to-
day lives. However, the critical role of cyber relative to space operations is still
somewhat hazy during normal space operations. Even with the dictum “You can’t
have Space without Cyber” well known to space operators, understanding just how
true that is and space systems’ vulnerabilities to cyber-attacks still needs to be
fleshed out. To explore the aspects of cyber in space and cyber relative to space, this
chapter will outline some of the current-generation systems, capabilities, and vul-
nerabilities and project what may be seen over the next 20 years from the view of
space and cyber operators.

Chapter 5 discusses future trends in large data handling. From identifying prey
in a distant landscape to today’s Big Data analytics, the task of information processing
has been at the forefront of progress and will continue to be in future innovations.
In the past, quantity of collected data was limited by our capability to transform it


http://dx.doi.org/10.1007/978-3-319-23585-1_2
http://dx.doi.org/10.1007/978-3-319-23585-1_3
http://dx.doi.org/10.1007/978-3-319-23585-1_4
http://dx.doi.org/10.1007/978-3-319-23585-1_5

Preface vii

into useful information. Factors such as low computing resources, minimal infor-
mation storage, and small numbers of experienced analysts all constrained data col-
lection by requiring careful feature and target selection. With the progression of
Moore’s law, rapid advance of storage technologies, cloud computing resources for
hire, and distributed computing software, these constraints are relaxed. The result is
an explosion in the amount of collected data from every imaginable sector of our
lives. We discuss in this chapter the myriad fields in which large data analytics are
being used, current and future challenges of this continued upward trend toward
larger data collections, and future technology enablers in this field.

Chapter 6 presents an example of a specific visualization tool that may be used
for a variety of big data problems. A specific problem is presented in which a cyber-
analyst is inundated with vast amounts of data and tasked with identifying malicious
network behavior. With a virtual reality (VR) head-mounted display, the display
space for visualizing different information and data pertaining to cyber events
becomes almost limitless. The head mounted VR display opens the door to new and
innovative visualization techniques which enables a degree of spatial awareness that
can be associated with information. The use of higher resolution and large panels
enables analysts of the future to utilize more intuitive methods of sense-making in
order to identify patterns of behavior within data making their jobs faster and easier
and their information more reliable.

Chapter 7 provides an operational picture for the future use of quantum technolo-
gies. The author presents an alternative view of the future based on working quan-
tum technologies and provides some past examples of disruptive technologies
employed during WWII and technologies that rapidly developed during the 1980s.
These examples highlight how the use of immature technologies can affect the stra-
tegic outcomes for war. The three phases of quantum technology development are
discussed on a high level. The chapter closes on a fictional narrative to convey the
perspective of an individual living in the 2025-2045 timeframe to illustrate how
these quantum technologies may impact the world in that timeframe.

Chapter 8 explores the DarkNet and the future of underground networks. The
future of the DarkNet is full of awe inspiring technological feats and dangers at the
same time. We have been continuously plagued with technology that, from a secu-
rity perspective, was not ready to be released to the general public. Knowledge of
the DarkNet seems to be limited to IT professionals, hackers, and computer savvy
criminals in modern times. However, more and more people are turning to this
underground network as future generations become more connected and anonymity
becomes an increasing concern. This is where the never-seen-before computer mal-
ware lives and thrives. You can find anything and everything known to man here,
both legal and illegal (illegal drugs, weapons); even hitmen advertise in this part of
the web. All of it can be conveniently delivered to your front door via UPS and
FedEx. This chapter projects the dangers of the DarkNet and how underground
networks may leverage it.

Chapter 9 takes an in-depth look into cryptocurrencies. Although most crypto-
currencies were created as a product of innovation in line with technological
advances and with good intentions in mind, the use of such technologies by malicious
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users is not a nuance concept. The author focuses her attention on the most common
and popular of the cryptocurrencies, the Bitcoin. The Bitcoin has created a currency
that can surpass institutions and eliminate transparency, providing a perfect agency.
As governments grow concerned about taxation and their lack of control over the
currency, Bitcoin also poses serious means of funding illicit activities and terrorist
organizations. To what extent can Bitcoin develop and morph into a serious currency
utilized to finance terrorism? This chapter explores how Bitcoin can manifest a credible
security threat by directly changing systems of financial support. The first part of
this chapter will describe how Bitcoin operates, including what features make it
appealing to illicit networks and areas of vulnerabilities. The second part of this
chapter will look at how Bitcoin is shaping terrorist financing, what the government
response has been, and to what degree it has been effective. Finally the author will
present a projection of the role of Bitcoins in the coming future.

Chapter 10 explores the current role of social media and its projected evolution.
The rise in popularity of social media in protests and revolution in the present age
presents a host of possibilities in the coming decades. The exploding use of social
media is staggering, and the ability for populations and governments to stay con-
nected is unprecedented. It is the author’s position that basic human psychology and
habit patterns observed today will greatly inform our understanding of how social
media will be used in the future. The author explores two recent protests where
social media played a significant role in the way the protests unfolded and con-
cluded. It is to the reader to determine social media’s ultimate effect on social
protests, but consider the effect of social media to foment peace or violent and
organize the demonstration and the ability of government to coordinate a response.
These examples lead the author to make loose projections on the future of social
media and its global impact on society.

Chapter 11 discusses the rules for autonomous cyber capabilities. It discusses
how our capability to unleash autonomous systems into the wild on our behalf out-
paces the degree to which we have pondered and resolved the myriad legal ques-
tions that arise. For instance, who is responsible if something goes wrong? Can
responsibility even be determined? What rules should apply? What laws govern?
Should autonomous cyber responses be allowed at all? This chapter outlines some
of the key questions in this regard and seeks to explore these questions in light of the
developing law for other autonomous systems. It will discuss the aspects that make
cyber unique and propose rules that address such distinctions.

Chapter 12 is about ethical considerations in the cyber domain in future years.
Defining proper ethical behavior in the cyber domain and making sure all societies
and governments agree on cyber ethics will be an increasingly difficult challenge.
Under current circumstances, democratic nations could be willing to reach bilateral
agreements, but other nations might not be so cooperative. Cyber society is defined
in this chapter as a combination of legislative actions, state and non-state actors, the
military, and public-private partnerships. The difficulties in establishing a set of
standards from geographically separate and ideologically diverse worldviews are
presented, as well as discussions on critical infrastructure protections in both the
public and private sectors. Finally, the chapter presents ethical considerations for
state and non-state actors.
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Chapter 13 is about the ethical challenges of state-sponsored hacktivism and the
advent of “soft” war in which warfare tactics rely on measures other than kinetic
force or conventional armed conflict to achieve the political goals and national inter-
ests. The author presents a brief history of cyber conflict and malevolent activities
in the cyber domain. He then discusses the rise of state-sponsored hacktivism and
the subsequent advent of state-sponsored internet activism. The soft war leads to
“soft” law which calls moral guidelines and ethics into consideration in which the
legal framework may not suffice to provide reliable guidance. Alternatively, best
practices emerge from the shared practices of the interested parties and reflect their
shared experience and shared objectives.

Chapter 14 is a collection of short essays written from the perspective of a
younger generation — current high school students. The graduating classes of 2015-2016
have grown up fully immersed in this technological world and have a unique per-
spective on how we as humans will have to continue to adapt to it. The students’
task was to talk about “disruptive technologies” and how they see technology affect-
ing our world in the year 2035. Various topics were selected such as cyber warfare,
commercial and personal space travel, quantum computing, holographic enabling
technologies, solar roads, and flying cars.

This book was designed to bring some of the most inquisitive, enlightened, and
educated minds together to help us all understand the landscape of future cyber
operations and societal concerns. We hope that the reader finds inspiration from
reading this book to address some of the ethical concerns presented, to innovate new
solutions to help shape a new world of interconnected devices and people, and to
educate the next generation of scientist and engineers who will design technologies
we could not even conceive of when writing this book.

This book could not have been made possible without the generous time commit-
ment and passion of the authors whose ideas and insights are contained within to
share with the world. In addition, I would like to express my most sincere gratitude
both to the publisher and to a team of contributing technical reviewers who gave
their time to ensure accuracy of technical content. Members of this team included
the following:

Ist Lieutenant Daniel Stambovsky, US Air Force
Captain Jon Williams, US Air Force

Mr. Jason Moore, US Air Force

Mr. Phil Zaleski, Exelis Inc.

Mr. Anthony Wong, Invincea Inc.

Thank you to all!

New York, NY Misty Blowers
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Cyberspace Resiliency: Springing Back
with the Bamboo

William Bryant
The winds may fell the massive oak, but bamboo, bent even to
the ground, will spring upright after the passage of the storm
— Japanese Proverb

Introduction

According to the ancient Japanese proverb, after the storm passes, the stronger oak
lies on the ground while the weaker bamboo stands upright. The moral that resil-
iency is more important to success than strength applies to conflict in the cyberspace
domain as well. It is important to clarify that the resilience under discussion here is
in response to cyberspace attacks, not cyberspace espionage. Cyberspace attacks
change friendly systems through manipulating data, causing hardware failures, or
physical destruction of objects controlled from cyberspace. If pure cyberspace espi-
onage is done well, the defenders will have no idea anyone was ever in their sys-
tems, everything will still function. Resilience is not as useful in examining
cyberspace espionage as cyberspace attack.

The Department of Homeland Security Risk Steering Committee has defined
resiliency as, “The ability to adapt to changing conditions and prepare for, withstand,
and rapidly recover from disruption.”! As organization after organization and system
after system is successfully attacked, there is a growing realization that a perfect
perimeter defense is not possible, and even if it were, attackers are often within the
walls as insider threats. In addition, while shifting to multiple layers of “defense in
depth” improves security, each layer will still have flaws and vulnerabilities that a
determined attacker can circumvent. Accordingly, cyberspace operators have
increasingly looked to resilience as a promising way to improve overall security.>

'Risk Steering Committee [1].

2Singer and Friedman have recently suggested that the classic information security “CIA Triad” of
Confidentiality, Integrity, and Availability should be extended to include resilience [2], Kindle
Location 720.
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2 W. Bryant

While resilience is key to success for cyberspace defenders, it is important that
they do not neglect their basic defenses either. In the United States military, there
has been a tendency to focus too much on offense much like was done with early
bombers in the air domain before World War I1.3 This is a mistake and as noted by
Martin Libicki, “in this medium, the best defense is not necessarily a good offense;
it is usually a good defense.” Offense is widely seen as overwhelmingly powerful
over defense, but that assumption ignores the historical record of cyberspace attacks
thus far. Unsophisticated attacks are easily defeated by modest defenses, and even
nation-state level attacks have had mixed success. Of the eight cases of nation-state
on nation-state cyberspace attacks with a reasonable amount of open source data,
only half of them can be qualified as a success.’ If the offense were truly so over-
whelming, it should be able to achieve greater than a 50 % success rate. When the
high level attacks are analyzed, it is apparent that in most cases, the offenders did
get past the defenses, but the defenders were able to react and negate the attacks in
a week or two; resilience is the key to that ability to flexibly respond.®

Before developing the tenants of cyberspace resiliency, it is important to clarify
what cyberspace is as there is great confusion on this point. The United States Joint
Staff has defined cyberspace as, “a global domain within the information environ-
ment consisting of the interdependent network of information technology infra-
structures and resident data, including the Internet, telecommunications networks,
computer systems, and embedded processors and controllers.”’

A very important point that comes from the definition is that while the Internet is
part of cyberspace, it is not all of cyberspace. Any computer system capable of com-
municating to other computer systems in some way is part of cyberspace. A desktop
computer, an avionics computer on an aircraft, an iPhone, an industrial controller, and
the central processor on a modern car are all part of cyberspace, although only some
of them are routinely connected to the Internet. Most modern military equipment
more complex than an M-4 carbine has some form of processor from a humble truck
to an aircraft carrier, and is thus part of cyberspace. Now that the definition of cyber-
space is clear, what is required to be resilient within cyberspace?

3 Analysts were convinced that the offense was overwhelmingly powerful in the air domain based
on several factors. One was that pursuit aircraft only had a slight speed advantage over bomber
aircraft and took so long to get to altitude that the bombers would be gone before pursuit aircraft
could engage them. A second was that bomber aircraft would be able to defend themselves with
their own defensive firepower. Both ideas turned out to be wrong. Fighter aircraft developed a
significant speed advantage over contemporary bomber aircraft, and radar as well as better com-
mand and control greatly enhanced their capability to intercept bombers and get to altitude before
the bombers arrived. Additionally, the bombers were much less able to defend themselves than
expected because defensive gunners turned out to be less effective than analysts had predicted.

4Libicki [3].

SBryant [4], 171.
®Bryant [4], 172.

7Joint Chiefs of Staff [5].



