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Preface

It is imperative, going forward, that we broaden our
understanding of the science that underpins cybersecurity.
—General (Ret.) Keith Alexander, Former Commander of
U.S. Cyber Command1

Modern society’s increased reliance on computer systems, smartphones, and the
Internet has provided a new target in a time of conflict. Indeed, cyber-warfare has
already emerged as an extension of state policies—one needs to look no further than
the headlines produced by Stuxnet, Aurora, or the cyber-attacks during the Russian-
Georgian war than to gain an understanding of the emerging impact this domain has
during a conflict.

While we have seen a plethora of advanced engineering concepts that directly
affect cyber-warfare such as the inventions of the firewall, Metasploit, and even
advanced malware platforms such as Flame, many of these concepts are built around
best practices, rules-of-thumb, and tried-and-true techniques. While these inventions
have been of high impact and significance, history has repeatedly taught us (in other
disciplines) that the establishment of scientific principles leads to more rapid and
remarkable progress.

Hence, this volume is designed to take a step toward establishing scientific foun-
dations for cyber-warfare. Here we present a collection of the latest basic research
results toward establishing such a foundation from several top researchers around the
world. This volume includes papers that rigorously analyze many important aspects
of cyber-conflict including the employment of botnets, positioning of honeypots,
denial and deception, human factors, and the attribution problem. Further, we have
made an effort to not only sample different aspects of cyber-warfare, but also high-
light a wide variety of scientific techniques that can be used to study these problems.
The chapters in this book highlight game theory, cognitive modeling, optimization,
logic programming, big data analytics, and argumentation to name a few.

It is our sincere hope that this volume inspires researchers to build upon the
knowledge we present to further establish scientific foundations for cyber-warfare
and ultimately bring about a more secure and reliable Internet.

1 http://www.nsa.gov/research/tnw/tnw194/article2.shtml.
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vi Preface

About the Book

The first three chapters introduce some perspectives and principles of cyber warfare.
In Chap. 1, Goel and Hong examine the use of cyber attacks as key strategic weapons
in international conflicts, and present game-theoretic models for some cyber warfare
problems. In Chap. 2, Elder et al. present a capability based on multi-formalism mod-
eling to model, analyze, and evaluate the effects of cyber exploits on the coordination
in decision making organizations. In Chap. 3, Sweeney and Cybenko describe how
an attacker who controls the cyber high ground has a distinct advantage in achieving
his mission objectives.

The next chapters explore cyber deception and game theoretic approaches. In
Chap. 4, Al-Shaer and Rahman develop a game-theoretic framework for planning
successful deception plans. In Chap. 5, Kiekintveld et al examine the use of game
theory for network security, and present several game-theoretic models that focus on
the use of honeypots for network security. In Chap. 6, Heckman and Stech describe
cyber-counterdeception, and how to incorporate it into cyber defenses to detect and
counter cyber attackers. In Chap. 7, Hamilton addresses the challenges of automati-
cally generating cyber adversary profiles from network observations, even when the
adversaries are using deception operations to disguise their activities and intentions.
In Chap. 8, Shakarian et al. introduce a formal reasoning system that aids an ana-
lyst in the attribution of a cyber operation even when the available information is
conflicting or uncertain.

Chapters 9–12 explore social and behavioral aspects of cyber security and cyber
warfare. In Chap. 9, Marble et al. review the role of the human factor in cyber security,
for both attackers and defenders. In Chap. 10, Ben-Asher and Gonzalez propose
using a well-known, multi-agent, cognitive model of decisions from experience to
study behavior in cyber-war. In Chap. 11, Puzis and Elovici examine the problem of
finding visible nodes in a social network that are most effective at diffusing agents
that reveal hidden invisible nodes. In Chap. 12, Paxton et al. review algorithms
that discover community structure within networks, and compare them based on the
analysis context.

Chapters 13 and 14 are based on large-scale field data from millions of real hosts.
In Chap. 13, Dumitras presents results of empirical studies of real-world security us-
ing field data collected on over 10 million real hosts. In Chap. 14, Prakash discusses
the use of graph mining techniques on large field datasets to solve a range of chal-
lenging cybersecurity problems. Finally, in Chap. 15, Ruef and Rohlf discuss how
advancements in programming language technology can address fundamental com-
puter security problems, and argue that current research techniques are insufficient
to guarantee security.
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Chapter 1
Cyber War Games: Strategic Jostling Among
Traditional Adversaries

Sanjay Goel and Yuan Hong

Abstract Cyber warfare has been simmering for a long time and has gradually
morphed into a key strategic weapon in international conflicts. Doctrines of several
countries consider cyber warfare capability as essential to gain strategic superiority
or as a counterbalance to military inferiority. Countries are attempting to reach con-
sensus on confidence building measures in cyber space while racing with each other
to acquire cyber weaponry. These attempts are strongly influenced by the problem
of clear attribution of cyber incidents as well as political imperatives. Game theory
has been used in the past for such problems in international relations where players
compete with each other and the actions of the players are interdependent. Problems
in cyber warfare can benefit from similar game theoretic concepts. We discuss in this
book chapter the state of cyber warfare, the key imperatives for the countries, and
articulate how countries are jostling with each other in the cyber domain especially in
the context of poor attribution and verification in the cyber domain. We present game
theoretic models for a few representative problems in the cyber warfare domain.

1.1 Introduction

Cyber warfare started as a low intensity activity among nations and was initially used
for nuisance attacks such as website defacement and denial of service attacks but it has
developed into a fierce cyber arms race among countries. Cyber warfare now figures
prominently in doctrines of major military superpowers and terrorist organizations.
There have been cyber warfare incidents in the past where attacks were launched
on Estonia and Georgia in context of political conflicts with Russia. There have
also been attacks on South Korea and Japan related to regional political conflicts
involving similar modes of attacks. Aside from these overt attacks, there have been
several covert attacks involving espionage across different countries where both the
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